TECHNICAL RULES AND REQUIREMENTS FOR THE TELEPHONE RECORDING SYSTEM IN BROKERAGE COMPANIES
First:
The receiving and recording of orders issued over the telephone by clients of a brokerage company for the purchase or sale of securities shall be effected through the telephone call recording system, and the brokerage company shall equip and set up the above system, and use it in accordance with the following:
1- All the company's incoming telephone calls from clients for orders on the purchase or sale of securities are to be recorded.

2- All telephone calls to the front office, the offices of the broker's representatives and the office of the dealing manager are to be recorded.

3- All the company's outgoing telephone calls to clients on confirmation of the execution of orders issued by them are to be recorded.

4- All details of an order issued by the client by telephone calls are to be recorded, and in particular the following: the name of the issuer of the order and the capacity in which he does so, the type of security which is the subject-matter of the order, the type of order (purchase or sale), the quantity, the price and the validity period of the order.

5- The times of receipt of the order issued by the client are to be stored, in order to ensure execution sequenced in accordance with when the order was issued.

6- The timing on the server allocated for telephone recording is to be set in accordance with the local time of the State, and setting the timing is to be the responsibility of the system administrator.

7- Alteration of the timing of incoming calls from the company's clients is to be prohibited.

8- Deletion of any recorded call is to be prohibited, other than through the system administrator and for specific technical reasons and justifications, with backup copies thereof first being saved.

9- Backup copies of the telephone recording system are to be saved on a daily basis (incremental backup) and on a monthly basis (full backup) on storage media which are remote from the domain of the server allocated for telephone recording, for a period of not less than three years.  

10- Sound simultaneous to the recorded call is to be added, this being a regular sound recorded alongside the main sound, such as a background greeting message of the background music or background Bell types, which is repeated at intervals of not more than five seconds, or the conversation containing a two-dimensional acoustic echo, without that affecting the clarity and purity of the sound in the original call.

11- An automated sound message is to be put out at the start of the incoming call from the client confirming to him that his call to the company will be recorded in order to ensure service level.

12- There is to be a capability to open up recorded calls through an associated number, or the number of the line which received the call (channel number), or the date and time of the receipt of the call, with a capability to add and save comments to incoming calls.

13- The files created by the system are to be compressed and encrypted files, with it being impossible to listen to them, break them open or transfer them to sound files with various extensions:    Wave, Mp3, Ram, etc., other than through the programme itself and by the system administrator.

14- There is to be a capability to open up and transfer the calls to Wave extensions in order to facilitate their being listened to on another computer, provided that this be done by the system administrator.

Second:
It shall not be permissible for recorded telephone calls to be listened to in the brokerage company except by the general manager, the dealing manager, the operations manager and the internal auditor.

Third:
A brokerage company shall notify the Authority immediately upon the occurrence of any sudden breakdown in the sound recording system, stating the expected duration of the breakdown, and attaching a technical report from the company which is the manufacturer of the system mentioning the causes of the breakdown.
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