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SecuriTiES & COMMODITIES AUTHORITY

Date: 22/11/2021
Ref: 6-2021

To: All Licensed Entities and Licensed Securities and
Commodities Exchanges

Greeting,

Subject: Update the list of High Risk Jurisdictions subject to a
Call for Action, and list of Jurisdictions under Increased
Monitoring and update the counter-measures to be applied
by Financial Institutions and Virtual Assets Service Providers

The National Anti-Money Laundering and Combatting
Financing of Terrorism and Financing of lllegal Organizations
Committee has issued an update on the list of High Risk
Jurisdictions subject to a Call for Action and list of Jurisdictions
under Increased Monitoring and update the counter-
measures to be applied by Financial Institutions and Virtual
Assets Service Providers.

This notice is considered as an update to Notice 1/2021 issued
by the Securities and commodities Authority on 24/3/2021.
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Article (12/3) of Federal Decree Law no. (20) Of 2018 (as
amended by Federal Decree (26) of 2021) on combatting
money laundering, terrorism financing and the financing of
illegal organizations identified the competencies of the
National Anti-Money Laundering and Combatting Financing of
Terrorism and Financing of lllegal Organizations Committee -
NAMLCFTC (the Committee). Among those is “Coordination
with relevant authorities and referring to international
sources of information in order to identify high-risk countries
in addition to the countries that their combat system in
relation to money laundering and financing of terrorism are
weak. Moreover, to identify the necessary countermeasures
to be taken and other measures commensurate with the
degree of risk, and instructing the supervisory authorities to
ensure the adherence to the required due diligence
procedures by financial institutions, designated nonfinancial
businesses and professions, virtual assets service providers
and non-profit organizations which are under their
supervision in order to implement the said measures”.

With reference to Article (22) of the Cabinet Decision no. (10)
of 2019 (the 2019 Cabinet Decision) concerning implementing
the regulation Federal Decree Law no. (20) of 2018 stipulates
that: -
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1- Financial Institutions and DNFBPs shall implement
enhanced due diligence measures proportionate to the risk
level that might arise from business relationships and
transactions with natural or legal persons from high-risk
jurisdictions.

2- Financial Institutions and DNFBPs shall implement the
countermeasures as defined by the Committee regarding
High-Risk Jurisdictions.

The Committee hereby decides the following:

1.To adopt the list of high-risk jurisdictions in the field of
money laundering, terrorist financing, and proliferation
financing in accordance with the FATF public statement on the
list of high-risk jurisdictions subject to a Call for Action (the
Black List), and adopt the countermeasures contained in the
interpretive note to Recommendation 19.

2.The list of Jurisdictions under Increased Monitoring (the
Gray List), shall be adopted along with the requirements to
implement procedures by Fls, DNFBPs, and Virtual Assets
Service providers and nonprofit organizations that may
include enhanced due diligence measures referred to in the
interpretive note to Recommendation 10 as well as Article (4)
of the 2019 Cabinet Decision, and in proportion to the degree
of risk to these jurisdictions.
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3.All Fls, DNFBPs, and Virtual Assets Service providers and
nonprofit organizations in the United Arab Emirates (UAE)
shall verify and review the lists and information issued by the
FATF and the Committee (as amended and current at that
time) on a regular basis, and shall take such into account when
establishing and implementing counter-measures and/or
enhanced due diligence measures as appropriate and
proportionate to the level of risks. All of these entities also re-
evaluate implementation of due diligence measures in
consistency with the degree of risks, in respect of countries
removed from those lists by FATF.

Jurisdictions under Increased Monitoring (The Gray List and
jurisdictions on it):

Fls, DNFBPs, and Virtual Assets Service providers and nonprofit
organizations in the UAE shall on a regular basis review the
Gray List and weaknesses identified in it, and take them into
account when devising and applying risk-based compliance
measures.

Due diligence measures taken by Fls, DNFBPs, and Virtual
Assets Service providers and nonprofit organizations shall in
all cases be proportionate to the risks posed from business

DR a2 e s La g caal] Lkl Janall 2018 i 20 53l
Jsall s3g]

S5y baaaall ALl ye gl s Jlae V1 Adlal) el 288 e -3
Al 8 A e Clmaall s 4yl 581 J 5l cleaa
Sl Jaallde s ane J (e Ailaall il glaall 5 23 g8l) (e (5T
¢ (sl lld 8 jlu ()65 Lehand o Lepn) Al g (i)
ol Gl g o g vie e W) 8 Ladal s caliiia JS 5 Lgtina) ja g
e iy Ly s 1 sa ) Gy 3 el A sl Aliall ol 5 30lzal)
Dol MRS i sale by Cilgall Glli e o il S lalaa) (551
) Jsall Blaiy Lad phalaall da )3 ae 381 51 5o o daal ) 4UR])

8 e sane J8 (e il sl @l e Ll )

2 (Apaba ) Al Sandial) 481 yall dnaldl) gl
A e (.,)'ﬂj
(g Baraall Can il Tl g aliiia el il e dyala y)) Al daa) yay
bl e Aalall Qe i gukai g aa g die Hlie ) 8 ladal

3ol Al e el g Jlae Y g dudlal) il

D15 ALl ciliinall Wa 345 ) ) ) Al Ll (55 0 cama s

Al ) Jsaal) Gledd (535305 baaaall Allall e gl

4/6




Bl A yalt S Le )

UNITED ARAB EMIRATES

M!}‘Lﬁﬁ!@igji’!‘i\_‘@

SecuriTiES & COMMODITIES AUTHORITY

relationships and transactions with natural or legal persons
from such jurisdictions and be effective to minimize such risks.
The measures taken may require the application of enhanced
customer due diligence depending on the circumstances
referred to in paragraph 20 to the interpretive note of
Recommendation 10 as well as Article (4) of the 2019 Cabinet
Decision.

High Risk Jurisdictions (The Black List and jurisdictions on it):

All FIls, DNFBPs, and Virtual Assets Service providers and
nonprofit organizations shall apply enhanced due diligence
measures to all business relationships and transactions with
jurisdictions on the Black List, including natural persons and
legal entities and those acting on their behalf, in addition to
the countermeasures listed below:

-All FIs, DNFBPs, and Virtual Assets Service providers and
nonprofit organizations shall comply with their internal
reporting mechanisms on monitoring transactions and
activities pertaining to jurisdictions on the Black List, and
submit suspicious transaction reporting to the FIU where
relevant, using the existing template pertaining to jurisdictions
on the Black List reports in GoOAML (High Risk Jurisdiction and
High Risk Jurisdiction Activity).
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-All FIs, DNFBPs, and Virtual Assets Service providers and NPOs
are prohibited from relying on third parties located in
jurisdictions on the Black List to perform their due diligence
procedures.

All Financial Institutions and Virtual Assets Service providers
shall implement targeted financial sanctions requirements in
accordance with applicable UN Security Council Resolutions
and Cabinet Decision No. (74) of 2020, to protect financial and
non-financial sectors in the UAE from ML, TF, and proliferation
financing risks.

This Notice will also be available for download from the
dedicated AML/CFT webpage on SCA’s website

All licensed entities are directed to immediately implement
the provisions of the notice which are applicable to their
activity.

Kind Regards,
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