Appendix

Introduction

Combating financial crimes is a top priority for the
Securities and Commodities Authority (SCA) and
the UAE. Licensed Financial Companies and Virtual
Asset Service Providers (hereinafter referred to as
“companies”) must establish appropriate internal
policies, controls, and procedures aimed at
mitigating money laundering, terrorist financing,
and the financing of illicit organizations. The SCA
supervises these companies to ensure compliance
with relevant legal and regulatory requirements,
including reviewing and assessing those policies

and controls to ensure their effectiveness.

Over the past year, companies have actively
contributed to completing the annual risk-return
associated with combating money laundering,
terrorist financing, and the financing of illicit
organizations. This annual assessment process is
based on a “Risk-Based Approach,” consisting of a
set of indicators to identify inherent risks derived
from the Financial Action Task Force (FATF)
recommendations, the results of the National Risk
Assessment (NRA), and a series of subject-matter
risk evaluations. Additionally, the Effectiveness of
internal controls for each company to determine
the level of residual risk.

The SCA has adopted a variety of tools to
implement its regulatory plan for 2023-2024,
and desk-based
analyses. These efforts have resulted in identifying

including field inspections

a range of recurring and common observations

regarding improper practices in companies’

internal systems and controls for combating

money laundering, terrorism financing, and

financing of illicit organizations’, in line with

relevant legal and regulatory requirements.
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Accordingly, this report aims to share with
companies’ certain aspects of non-compliance
identified in their internal systems and controls.

We emphasize that all companies must fully
comply with the following legislations:

A. Federal Decree-Law No. (20) of 2018 on

Combating  Money Laundering, Terrorist

Financing, and Financing of lllicit Organizations

and its Amendments (hereinafter referred to as

the "Anti-Money Laundering Law").

B. Cabinet Resolution No. (10) of 2019
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Concerning the Executive Regulation of Federal

Decree-Law No. (20) of 2018 on Combating

Money Laundering, Terrorist Financing, and

Financing of lllicit Organizations and its

Amendments (hereinafter referred to as the

"Cabinet Resolution ").

C. Cabinet Resolution No. (74) of 2020 on the

Terrorism Lists System and the Implementation

of UN Security Council Resolutions Relating to

the Suppression and Prevention of Terrorism,

Its Financing, and the Proliferation of Weapons

of Mass Destruction and Related Resolutions.

D. Cabinet Resolution No. (109) of 2023

Regarding the Regulation of Beneficial Owner

Procedures.

E. Cabinet Resolution No. (111) of 2022 on the

Regulation of Virtual Assets and Their Service

Providers.

F. Law No. (4) of 2022 Regarding the Regulation

of Virtual Assets in the Emirate of Dubai.

G. The SCA Rulebook for Financial Activities,

Chapter (5), Controls for Combating Money
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of lllicit Organizations.

H. AML and Counter-Terrorism Financing
(Joint

Guidelines for Financial Institutions

Manual).

I. Guidelines from the Executive Office for

Control and Non-Proliferation Regarding

Targeted Financial Sanctions for Financial

Institutions (Fls), Designated Non-Financial
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Businesses and Professions (DNFBPs), and

Virtual Asset Service Providers (VASPs).

Required Actions from Companies

The SCA emphasizes the importance of all
companies reviewing their internal systems and
controls to combat money laundering, terrorism
financing, and financing of illicit organizations.
Following the review of this report, companies are
urged to take immediate actions to ensure that
these measures are effectively implemented to
ensure the company’s compliance with the
requirements to combat money laundering,
terrorism financing and implementing targeted
financial sanctions.

Compliance officers must present and discuss this
report with senior management or those charged
with governance in the company, as well as
internal and external auditors. The SCA expects
senior management to exercise appropriate
oversight of their AML compliance programs and

adherence to targeted financial sanctions.

Enforcement actions That May Be Taken by the
SCA

The SCA will address any failures to comply with

the Anti-Money Laundering Law, Cabinet
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Resolutions, and directives issued by the SCA with
the utmost seriousness and responsibility. If
deficiencies or violations in the compliance of
companies in the securities sector, including
Virtual Asset Service Providers (VASPs), with the
law are identified, the SCA may exercise its
authority to impose enforcement measures or
administrative penalties stipulated in Article (14)
of the Anti-Money Laundering Law, which include:

Warnings.

Administrative fines not less than AED
50,000 and not exceeding AED 5,000,000
per violation.

¢. Prohibiting the violator from working in
the sector associated with the violation
for a period determined by the
regulatory authority.

d. Restricting the powers of board
members, executive or supervisory
management, managers, or owners
found responsible for the violation,
including appointing a temporary
supervisor.

e. Suspending or restricting the work of
directors, board members, or executive
or supervisory management found
responsible for the violation for a period
determined by the regulatory authority,
or ordering their replacement.

f.  Suspending or restricting the exercise of
the activity or profession for a period
determined by the regulatory authority.

g. Revoking the license.

The SCA has previously imposed administrative
penalties on companies that failed to implement
an adequate compliance program for combating
money laundering, terrorist financing, and
compliance with targeted financial sanctions,

including issuing warnings, imposing financial
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fines, and requiring companies to develop a risk
mitigation plan as corrective measures.

Observations and Expectations for AMLCFT

Compliance

1. Risk Assessment and Management:

a. Failure to effectively identify, assess, and

understand Money Laundering and Terrorism
(ML/TF)
assessments that are overly generic and

Financing risks, resulting in
misaligned with the company's financial
activities, operations, systems, procedures,
geographical scope, and customer types.

b. The

management framework that is both flexible

absence of an integrated risk
and adaptable to the nature of the company's
financial activities and the material changes in
its business model.

c. Disregard the results of risk assessments in the
development of strategies, institutional

decisions, and the formulation of action plans

or the allocation of sufficient resources to

address those risks.

Expectations

A. Companies must implement a comprehensive
and flexible framework for assessing ML, TF, and
PF risks, regularly reviewing and updating it to
align with the nature of their activities,
operations, systems, procedures, geographic
scope, customer types, and any changes that
may occur in this regard.

B. Companies must develop strategies and
action plans that consider the results of their
risk assessments, establish appropriate
mechanisms to address and mitigate risks and
allocate sufficient resources for their
implementation.
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2. Internal Controls and Auditing:

Weak internal controls for combating ML and
TF, including inadequate segregation of duties
within lines of defense and the absence of
independent audits.

B. Lack of qualified and experienced internal
audit teams dedicated to compliance with
AML and TF requirements:

Expectations

A. When preparing systems and controls to

combat ML and TF, companies must ensure the

sufficient segregation of duties within lines of
defense in order to avoid any conflict of interest
and regularly evaluate their effectiveness.

B. Companies must conduct independent and
regular audits to assess the effectiveness of their
internal controls and provide qualified personnel
capable of handling the assigned tasks.

3. Oversight by Senior
Governance Officials:

Management or

A. Llack of
management or governance officials in the

active participation by senior

company’s AML-related measures.

B. The senior management's failure to allocate
sufficient resources to compliance units to
perform their duties, despite elevated risk
assessment indicators, has significantly
impacted the efficiency of the compliance
measures and systems in place.

C. Senior management’s negligence in adopting
an effective system for managing compliance-

information leads to

related regulatory
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inaccurate decision-making at the
management level.

Expectations

A. The board and senior management must adopt
a compliance culture regarding AML and TF
requirements by actively participating in the
development of strategies, and
systems and allocating all necessary resources for

their effective implementation.

measures,

B. It is advisable to must have an integrated
compliance information management system
that provides all data and information to assist
the board and senior management in making
appropriate decisions to combat ML and TF and
develop the necessary strategies, measures, and
systems.

4. Customer Due Diligence (CDD), Enhanced

Due Diligence (EDD), and Ongoing

Monitoring:

A. Failure to update customer files for extended
periods despite the continued financial
activities of customers with the company.

B. Deficiencies in certain enhanced due diligence
procedures for high-risk customers.

C. Ambiguity in defining the criteria for
customers eligible for simplified due diligence.

D. Insufficiency and ineffectiveness of systems
designed for ongoing monitoring, particularly
in detecting changes in customer risk profiles
or unusual transaction patterns.

Expectations

A. Regularly update customer files and ensure all

the

comprehensive application of due diligence

changes are reflected to allow

processes.

B. Have clear procedures to define and strictly
apply EDD measures for high-risk customers and
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establish clear criteria for SDD based on potential
customer risks.

C. Enhance ongoing monitoring systems within
the company to detect and report suspicious
activities and transactions.

5. Compliance Program for Targeted Financial

Sanctions (TFS):

A. Failure to update training programs
related to targeted financial sanctions in
the country to reflect the latest legislative
developments or practical cases and

scenarios, limiting the understanding of

complexities associated with compliance.
B. Absence of approved procedures for
reporting cases related to targeted
financial sanctions and a lack of employee
awareness regarding the appropriate
steps to follow, the relevant authorities to
report to, and the verification processes.
Expectations
A. Organize specialized and regular training
programs for employees to ensure their
understanding of compliance requirements and
procedures for reporting TFS-related cases.
B. Have well defined and approved reporting
procedures including laying out the timelines and
well-trained staff to implement the procedures
for reporting TFS-related cases.
C. Monitor and audit implementation of TFS
procedures and records of screening, review and

reporting with their timelines.

6. Suspicious Activities and Transactions
Reporting:

A. Inconsistencies in the procedures for
reporting suspicious activities and
transactions among employees across

different departments.
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B. Lack of training on identifying and handling
suspicious transactions, particularly those of a
complex nature, with a notable oversight of
more intricate scenarios such as aggregated

those shell

transactions or involving

companies.

Expectations

A. Provide clear procedures for all employees’
levels on handling and reporting suspicious
Activities and transactions as well as offering
specialized and regular training on various types
of suspicious transactions, emphasizing more
complex scenarios.

SCA remains committed to continuously assessing
AML and TF measures and the implementation of
TFS in licensed financial institutions and virtual
asset service providers. This aligns with our
regulatory and oversight mandate. Enforcement
actions or administrative penalties will be
imposed by SCA if necessary to ensure compliance

with the applicable legislation.
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