Notice No. : 1-2025

Date : 01/08/2025

To : All Licensed Financial Entities,
Licensed Securities, Commodities
Exchanges and Virtual Asset Service
Providers (LFls)

Subject Enhanced Obligations under UAE

Targeted Financial Sanctions (TFS)

Guidance

After greetings,

This is in continuation of earlier notices on the
implementation of Targeted Financial Sanctions (TFS)
and Proliferation Financing (PF) obligations. All
Licensed Financial Institutions (LFIs) are reminded of
their obligations under Cabinet Decision No. 74 of
2020, and are hereby instructed to implement the
following key obligations and enhanced measures as
applicable, effective immediately, in accordance with
the latest updates issued by the Executive Office for
Control & Non-Proliferation (EOCN) in July 2025.

1) Freezing of Assets Without Delay

a. LFIs must Freeze all funds or other assets without
delay (within 24 hours) upon designation on the
UAE Local Terrorist List or UNSC Consolidated
List.

b. Ensure coverage of all asset types to freezing
under their control, including virtual assets

2) Updated Reporting Obligations via GoAML

a. Submit Confirmed Name Match Report (CNMR)
within 5 business days of asset freeze (formerly
called FFR).

b. Submit Partial Name Match Report (PNMR)
within 5 business days of suspension.

c. File STRs/SARs immediately for any suspected
link to designated individuals/entities via
GoAML to the UAE Financial Intelligence Unit
(FIU)
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3) Continuous Screening

a. Screening systems must operate without
interruption. Guidance is provided for weekends
and holidays.

b. All parties to a financial transaction must be
screened prior to conducting the transaction.

4) Control Relationships

a. Identify and assess all relationships involving
control including signatories, POA, or beneficial
ownership.

b. Differentiate between minority and majority
control scenarios and reassess risk exposure
accordingly.

5) Sector-Specific Reporting Expectations

a. LFIs must understand and apply sector-specific
reporting requirements as per the examples in
the updated guidance.

6) Enhanced Due Diligence (EDD)

a. EDD must be applied on all financial and trade
transactions involving jurisdictions or parties
linked to High-Risk Jurisdictions.

7) Notification Alert System (NAS)

a. Maintain internal mechanisms to monitor and
act on real-time alerts issued via NAS
(Notification Alerts System) by EOCN.

8) Dual-Use Items

a. Customers involved in trading Dual-Use Items
must have a valid permit per Federal Law No. 13
of 2007 and Cabinet Resolution No. 50 of 2020.

b. Refer to the official UAE Control List for details.

9) Cross-Border Transactions

a. LFls must verify any cross-border transactions
suspected of involving Dual-Use Goods and
confirm customers hold a valid permit.
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10) Grievance Procedures

a. LFIs must follow the standalone Grievance
guidance issued by the EOCN.

11) Record-Keeping

a. Maintain records of all screening results
(Confirmed Name Match, Partial Name Match,
False Positives) for at least five years.

12) Enforcement Measures

a. Violations and/ or non-compliance with the
obligations stated in Cabinet Decision No. 74 of
2020 may result in imprisonment from 1 to 7 years
and/or fine ranging from AED 50,000-5,000,000).

b. LFls acting in good faith in implementing TFS
obligations are exempt from liability (criminal, civil,
or administrative).

Guidance

The Executive Office for Control & Non-Proliferation has

published a number of guidance documents in relation

to targeted financial sanctions. LFls can refer to the

following guidance documents:

e July 2025 Updated TFS Guidance Document

e Typologies on the Circumvention of TFS against
Terrorism and the Proliferation of Weapons of Mass
Destruction.

e Guidance on Counter-Proliferation Financing for Fls,
DNFBPs, and VASPs

o UAE Strategic Review on TFS Case Studies (2019-2021)
Available via the EOCN Website

All LFls must prevent the provision of any financial
transaction or service that may contribute to the
circumvention of Targeted Financial Sanctions imposed.

For further information or clarification, please email

amltfc@sca.ae

All LFls are required to comply with the mentioned
requirements upon the issuance of this notice.

Regards,
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