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Regulatory Requirements
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Firstly: To follow the requirements under the “Guidelines

for Financial Institutions adopting Enabling
Technologies” which was issued by Central Bank of
the UAE (CBUAE), together with the Securities and
Commodities Authority (SCA), the Dubai Financial

Services Authority (DFSA) of the Dubai International

Financial Centre and the Financial Services
Regulatory Authority (FSRA) of Abu Dhabi Global
Market.

Secondly: Must adhere to the following rules:
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1- Virtual Asset Wallets
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To provide procedures describing the creation,
management and controls of Virtual Asset wallets, Careful
maintenance and development of systems and architecture
(e.g., code version control, implementation of updates,
and

issue resolution, regular internal and third party

testing); including:

A. Walletsetup/configuration/deployment/testing/deletion/

backup and recovery.

B. wallet access privilege management.

C. wallet user management.

D. wallet rules and limit determination, review and
update.

E. wallet audit and oversight.
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2- Private keys
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To provide procedures describing the creation,
management and controls of private keys,

including:

A. Private key generation;

B. Private key exchange;

C. Private key storage;

D. Private key backup;

E. Private key destruction; and

F. Private key access management.
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3- Origin and destination of Virtual Asset funds
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To provide clear systems and controls to mitigate the risk

of misuse of Virtual Assets, setting out how:

A. The origin of Virtual Assets is determined, in case

of an incoming transaction
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B. The destination of Virtual Assets is determined, in
case of an outgoing transaction. s o Gl ds—all dgay 2.
Bylall Eilaleal)
4- Security oY-4

A security plan to be in place describing the security
arrangements Security measures and procedures for

the safe storage and transmission of data; relating to:

The privacy of sensitive data
Networks and system
Cloud based services

Physical facilities

moow?>»

Documents, and document storage.
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Risk management
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A risk management plan to be in place containing a

detailed analysis of likely risks with both high and low

impact, as well as mitigation strategies.

The risk

management plan must cover, but is not limited to:

D.

Operational risks

. Technology risks, including ‘hacking’ related risks.

Market risk for each accepted Virtual Asset.

Risk of Financial Crime.
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6— Safe Guarding processes and systems testing
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1. Once it has been licensed by the SCA, the Safe

Guarding processes and systems in place must be
tested on a scheduled recurrent basis with evidence
of such tests and findings thereof being appropriately
documented. The processes and systems should be
tested for technical, operational and security
vulnerabilities including but not limited to functional,
penetration and stress testing. Such findings must be
made available to the SCA for inspection, upon

request.

The schedule for system testing must be included in
its protocols to be submitted to the SCA at the time
of application.The outcome of the testing should be
well structured and documented and signed off by the
responsible (technology—focused) executives of the

Authorized Person.

. The recurrent testing schedule must mandatorily take
into consideration procedural risks as well as high

impact financial risks and may also extend to:

Penetration testing and vulnerability scans.

Wallet integrity audits.

Key and seed generation procedures.

Completed transaction audit to ensure compliance

with protocols.

Suspicious transaction handling
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F.

Migration of storage devices (cold to hot storage

and vice versa).

G. Proof of reserves audits.

Systems testing must be undertaken in line with the
industry’s best standards and practices and may be
conducted by the licensee, independent third parties
or both. The participation of external parties will be
highly relevant in defining risks and tests which may

have been overlooked by the licensee.
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Use of Automation
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1.

The applicant may have recourse to the use of
automation in relation to its functions. The proposed
automation of its functions will have to be disclosed
in its procedures submitted at the time of application

along with appropriate justifications.

. For any use of automation to perform core and other

operational functions relating to the safe Guarding of
Virtual Assets, the ORMP (Operational Risk
Management Program) is to be duly updated to
provide for scenarios to be followed in the event that

the automation fails.
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Third party outsourcing
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For general SCA requirements on outsourcing for all
activities, please refer to the SCA new role book
Decision No. (13/Chairman) of 2021. However, the
below requirements are strictly related to the Virtual
Wallet:

1. Authorized Persons may use third party services for
their systems. However, when doing so, an
Authorized Person retains full responsibility from a
regulatory perspective for any issues that may result
from the outsourcing including the failure of any third
party to meet its obligations. The SCA requires that
certain core systems (for example, the matching
engine of an MTF wusing Virtual Assets) are
maintained by the Authorized Person itself and will not

generally permit these to be outsourced.

2. In its assessment of a potential third party service
provider, an Authorized Person must satisfy itself that
the service provider maintains robust processes and
procedures regarding the relevant service (including,
for example, in relation to the testing and security

required in this section on Technology Governance).

3. In all circumstances, including in relation to business
activities that are outsourced, an Authorized Person
is expected to maintain a strong understanding of the
third party service being provided and, for critical
services, have redundancy measures in place where

appropriate.

4. Public and private cloud service providers should be

subject to thorough screening. A set of well-defined
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and documented access management procedures
should be in place. All service level agreements
should be reviewed annually for serviceability and
security of the systems and related operations as per
the IT policies of the Authorized Person. A ‘clear roles
and responsibilities matrix’> should be in place to
delineate operations of a service provider from those
of an Authorized Person. Physical access to systems
should be limited to the relevant personnel and
access should be monitored by the Authorized Person

on an ongoing basis.

. Authorized Persons are required to retain and be in
the position to retrieve the data held on a cloud
platform for such duration as they are required to
under the SCA record keeping purposes, and submit
the data held on a cloud platform to the SCA, as and

when directed to do so, with immediate effect.

. Authorized Persons who employ cloud based data
storage services for the purpose of recording personal
data must also take into consideration SCA data
protection regulations. Consideration must be given to
the jurisdiction within which the cloud storage service
provider is located, or alternatively other
arrangements which may facilitate compliance with

applicable data protection requirements.
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9- Management of personnel and decision making
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. Authorized Persons should implement processes and

procedures concerning decision making and access

to sensitive information and security systems.

. A clear audit log of decision making should be kept.
Staff with decision—-making responsibilities should
have the adequate expertise, particularly from a

technological standpoint, to make such decisions.

. Protective measures should be implemented to

restrict access to critical and/or sensitive data to key
personnel only. This includes both digital and
physical access. Authorized Persons should have
processes and procedures to track and monitor
access to all network resources. Logging
mechanisms and the ability to track user activities
are critical in preventing, detecting, or minimizing the
impact of a data compromise. The maintenance of
logs allows thorough tracking, alerting, and analysis

when issues occur.
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10- Cryptographic Keys and wallet storage
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1. The ability to send and receive Virtual Assets by

recording new transactions on a distributed ledger is
usually dependent on cryptographic keys — a public
key and one or more private keys. The public key
allows other users on a distributed ledger to send
Virtual Assets to an address associated with that
public key. The private key(s) provides full control of
the Virtual Assets associated with the public key. As
such, Authorized Persons need to have robust
procedures and protective measures to ensure the
secure offline generation, storage, backup and
destruction of both public and private keys for their
own wallet operations and where they offer wallet

services to Clients.

. Whether private keys are held on network attached
devices or devices that are offline, Authorized
Persons must have policies and procedures to ensure

that they are not compromised by malicious actors.
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11- Password protection and encryption
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. Authorized Persons should consider the use of multi—-

signature wallets (e.g., where multiple private keys
are associated with a given public key and a subset
of these private keys, sometimes held by different
parties, are required to authorize transactions).
Where a multi-signature solution is not feasible due
to the underlying structure of the Virtual Asset, a
similar mechanism or procedure should be in place
(e.g., a multi-user authentication prior to enacting

on-chain changes to the Virtual Asset holdings).

. Authorized Persons should have clear policies and

procedures that detail procedures for recovery in the
event that a Client loses access credentials. These
policies and procedures should also cover the
recovery or re-generation of lost private keys (e.g.,
using a seed phrase if applicable). Authorized
Persons must have policies and procedures in place
that set out actions and responsibilities in the event
of a breach of private and public keys, as well as

Client user access credentials.
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12- Origin and destination of Virtual Asset funds
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1. Virtual Asset transactions between public addresses

take place on public DLT. Although it is normally
possible to identify the public addresses of the parties
to a transaction, it is often very difficult to establish
the owner (whether natural or legal) of these
addresses. This makes Virtual Assets attractive to
terrorist financers and other

money launderers,

criminals.

. An Authorized Person must have clear policies and
procedures, consistent with the AML Rules applicable
to it, to identify the source of funds and to ensure its
compliance with SCA AML Guidelines. These policies
and procedures should cover due diligence on the
deposits and withdrawals by legal

further

persons that

represent multiple  deposit—holders or
withdrawal recipients of the Virtual Assets. For such
deposits and withdrawals, Authorized Persons should
be able to assess the ultimate beneficiaries’ wallet
addresses and their source or destination of funds as

appropriate.

. It is crucial that Authorized Persons perform due
diligence on their Clients before opening an account
so that wallet addresses can be identified as
belonging to a specific user. If a transaction is

detected that originates from or is sent to a “tainted”
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wallet address belonging to a known user, that user
should be reported. Authorized Persons should
maintain lists of tainted wallet addresses and, if not in
possession of their own services, utilize third party

services to help identify such addresses.

4. Currently, there are technology solutions developed
in—house and available from third party service
providers which enable the tracking of Virtual Assets
through multiple transactions to more accurately
identify the source and destination of these Virtual
Assets. It is expected that Authorized Persons may
need to consider the use of such solutions and other
systems to adequately meet their anti-money
laundering, financial crime and know-your—customer

obligations under the Virtual Asset Framework.
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13- Security measures and procedures
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. An

. Authorized Persons should have measures and

procedures in place which comply with network
(e.g., the

strong passwords,

security industry best practices
implementation of firewalls,
password management procedures, multifactor
authentication and encryption of data in transit and

at rest).

. Updates and patches to all systems, particularly
security systems, should be performed as soon as
safely feasible after such updates and patches have
been released, whether these systems have been
developed internally or developed by a third—party.

Authorized Person’s IT  infrastructures
(particularly for MTFs using Virtual Assets and Virtual
Asset Custodians) are expected to provide strong
layered security and seek the elimination of “single
points of failure”. IT infrastructure security policies
are required to be maintained, describing in particular
how strong layered security is provided and how
“single points of failure” are eliminated. This includes,
but should not be limited to, systems and procedures
to limit the access of a single user to the use of

private and confidential information of Clients.

IT infrastructures should be strong enough to resist,
without significant loss to Clients, a number of

scenarios, including but not limited to: accidental
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destruction or breach of data, collusion or leakage of

information by  employees/former  employees,
successful hack of a cryptographic and hardware
security module or server, or access by hackers of
any single set of encryption/decryption keys that

could result in a complete system breach.

. Authorized Persons should have in place policies

and procedures that address information security for
all personnel. The security policy should set the
security tone for the whole entity and inform
personnel what is expected of them. All personnel
should be aware of the sensitivity of data and their
responsibilities for protecting it. To mitigate “key
person risk”, Authorized Persons are to ensure that
there is no single individual that holds privileged or
sensitive information that is critical to the operation

of the Authorized Person.

. The strong encryption of data, both at rest and in
transit, should be included in the security policy. In
particular, encryption and decryption of Virtual Asset
private keys should utilize strong encryption
protocols and algorithms that have broad acceptance
with  cyber Critical

security  professionals.

cryptographic  functions such as encryption,
decryption, generation of private keys, and the use
of Virtual signatures should only be performed within
cryptographic modules complying with the highest,
and internationally recognized, applicable security

standards.
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10.

All security incidents and breaches should be logged
and documented in detail as soon as practicable and
the resolution and implementation details should

subsequently be added to the log.

The use of open source software should be governed
by clear, well documented and transparent rules and
procedures governing the software’s stability,
security and fitness for purpose. Any open source
software, whether it is a compiled distribution or
code, should be thoroughly tested for security and
operational vulnerabilities. This testing should be
signed off by the responsible executives of the
Authorized Person before being used for the
processing or storing of operational and Client

information.

All APIs that are internal or external facing should be
secured by strict access management procedures
and systems, including encryption of the information
(e.g-, SSL certificates). All APl access activity should
be logged and scanned for security breaches on an

ongoing basis.

All access management and credential changes (for
employees, third—party service providers and CIients)
should be governed and monitored by strict and well
documented rules and procedures. This should

include, but not be limited to, enforcing strong
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passwords and the monitoring of IP geo-location,

use of VPN, TOR or unencrypted web connections.
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14- Justification for approval/rejection of a

transaction by a signatory
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. Records of

. The applicant will have to demonstrate that as part

of its protocols, each signatory will be required to
document the rationale to approve or reject a
transaction in relation to a Virtual Asset under safe
guarding. The rationale under which a transaction
may be approved or rejected by a signatory, the
evidence to be kept on record as well as the time
frame to validate or reject the transaction, may be
the the

contractually agreed between client,

custodian and the signatories. Any transaction
approval/rejection and supporting justifications must
be properly logged and made available to the SCA

for inspection upon request.

. The applicant will also be required to maintain a
detailed log for any change in the chain of access to
a Virtual Asset.

transaction  approval/rejection and
supporting justifications as well as any change in the
change of access to a Virtual Asset, may also be
made available, upon request, for review by the

owner of the Virtual Asset subject to the transaction.
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15— Detection of suspicious or fraudulent

transactions
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The applicant must have a documented system for
detection of suspicious or fraudulent transactions as well
as the procedure for reviewing suspicious transactions
with clear actions to be implemented based on the
findings of the review, in line with the requirements of

the relevant enactments.
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16— Valuation of the Virtual Asset under safe

guarding and evidence thereof:
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In the event that the current market value is amongst the
underpinning reasons for a transaction involving a Virtual
Asset being kept in safe guarding, prior to the
transaction, the protocols of the applicant must provide
for disclosure, to the client and signatories, of the source
of the valuation and the methodology used for such
valuation. This valuation methodology will have to be in
accordance with the industry best standards and
practices for the calculation of the real-time valuation of

Virtual Assets at the time of transaction.
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Signature | number of signatures (M) out of the & el Jal e daiaall dalidl ailgl) | Baseiall
total number of available signatures (N) Leodllas
for a wallet in order for a transaction to
be initiated. Also referred to as “multi—
sig” or M-of-N transacting method.

Signatory | An individual providing one of the | M—» alaiiul adgill asty 3 Gaddll | ikl
signatures in an M-of-N multi- .«0f-N transacting method | a8sall
signature transacting method.
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